HE MA HOA MERKLE - HELLMAN (KNAPSACK)

Tom tat

Bao cao nay trinh bay vé mot hé ma hoa dugc goi 1a hé ma khoa cong khai dugc ra doi
nham khéc phuc nhiing nhugc diém ctia hé ma khoa d6i xiing ma cy thé 1a thuat toan ma
hoa do Merkle va Hellman dé xuit dua trén bai toan PONG THUNG (hay con goi 1a bai
toan BA LO)

Abstract

This report presents an encryption system called public key cryptosystems are created
to overcome the disadvantages of Symmtric Key Cryptosystems that is specific encryption
algorithms proposed by Merkle and Hellman based on the PACKING (also known as the

problem of the backpack)
1. Gidi thiéu )

Nhu da néu, cac hé thong mat ma da
gi6i thiéu cho dén gio déu duoc goi 1a
cic hé mat md khoéa ddi xung
(Symmtric Key Cryptosystems) do vai
trd hai bén gri va nhan tin déu nhu
nhau vi déu s& hitu chung mét khoa bi
mat. Ciing c6 nhiéu cach goi khac ddi
vOi cac hé mat ma nay, st dung tuy vao
cac ngir canh phu hop:

e H¢ ma véi khoa sé hiru riéng (Private

Key Cryptosystems)

e H¢ ma véi khoa bi mat (Secret Key

Cryptosystems)

e Hé mai truyén théng (Conventional
Cryptosystems)

Chung ta s& sir dung ky hiéu viét tit cho

hé mat mi dbi xtung 1a SKC.

Tuy nhién cac hé ma d6i xiing c6 nhitng
nhuoc diém co ban nhu sau:

e Vian d& quan 1y khoa (tao, luu mat,
trao chuyén ...) 14 rat phuec tap khi sir
dung trong méi trudng trao doi tin
gitta rdt nhiéu nguodi dung. Voi sb
luong NSD 13 7 thi s luong khoa
can tao 1ap 1a n(n-1)/2. Mdi ngudi
dung phai tao va luu n-1 khoa bi mat
dé lam viéc véi n-1 ngudi khac trén
mang. Nhu vdy rat khé khin va
khong an toan khi n tang 16n.

e Thi hai 13, trén co s& ma ddi xtng,
ta khong thé thiét lap duoc khai
niém chit ky dién tr (ma thé hién
duoc cac chirc nang cua chir ky tay
trong thuc té) va ciing do d6 khong

co dich vu non—repudiation1 (khong

thé phu nhan duoc) cho cac giao dich

thuong mai trén mang.

Van dé 1a & chd trong hé SKC,
thong tin mat dugc chia sé chung bdi
ca hai bén Alice va Bob, do do Alice
c6 thé 1am duogc bat ky cai gi ma Bob
lam va nguoc lai. Giai phap duy nhat
cho van d& nay 1a phai c6 thém mot
thanh phan tht ba trong bat cu giao
dich nao gitra Alice va Bob, tirc 1a méot



ngudi c6 thdm quyén (trusted
authority) ma ca Alice va Bob déu tin
tuong la trung thuyc. Ngudi nay s€ lam
chtiing va trong tai trong truong hop xay
ra tranh cai gitta hai bén trung thuc.
Nguoi nay s€ lam chung va trong tai
trong truong hop xdy ra tranh cai gitra
hai bén Alice va Bob. Tuy nhién cong
viéc cuia ngudi trong tai ndy sé rat ning
vi phai tham gia vao tit ca cic giao
dich cta cac bén, va sém mudn cling s€
tré thanh diém quéa tai vé giao thong
truyén tin cling nhu téc do xir 1y --
diém tic ngén c6 chai (bottleneck).

Sém nhéan thtc nhitg vin dé do,
Diffie & Hellman trong cong trinh noi
tiéng ctia minh (1976) di d& xuét
nhitng tu tudng vé mot loai hé mi véi
nguyén tic méi, xdy dung xoay quanh
mo6t NSD — chi nhan hé thdng — chu
khong phai la xoay quanh mét cap
NSD nhu trong bai toan kénh truyén
tin mét truyén thdng.

Trong hé théng méi nay, mdi NSD
c6 hai khoa, mét duoc goi 1a khoa bi
mat (secret key hay private key) va mot
duoc goi la khoa cong khai (public
key). Khoa thr nhat chi minh user biét
va gilr bi mat, con khoa thur hai thi anh
ta c¢6 thé tv do phd bién cong khai.
Khoa thtr nhit thuong di lién véi thuét
toan gidi ma, con khod thur hai thuong
di lién vé6i thuat toan sinh ma, tuy
nhién diéu d6 khong phai 1a bit budc.
Ta hay ky hi€u ching 1a z (khoéa riéng)
va Z (khoa cong khai)

Hoat dong cta chung 13 d6i xtmg:

X =D(z,E(Z, X)) (D)

Va X = E(Z,D(z, X)) 2)

Trong d6 hé thuc (1) biéu tuong
cho bai toan truyén tin mat: bat ky
NSD nao khac nhu B,C,D ... muén giri
tin cho A chi viéc ma hod thong tin véi
khod cong khai (ZA) cua A rdi giri di.
Chi c6 A m&i c6 thé khoa riéng dé giai
ma (zA) va doc duoc tin; ké nghe trom
Eve khong thé giai ma dé 1y duogc tin
vi khong c6 khoa zA.

Con hé thuc (2) s€ dugce st dung dé
xay dung cac hé chir ky dién tr nhu
sau nay ta s€ nghién cuu, trong do thao
tac Ky chinh 1a thyc hién E(ZA) con
kiém dinh chir ky 1a thong qua goi
D(zA).

Hé mat mi theo nguyén tic néi trén
duoc goi 1a hé ma voi khoa cong khai
(public key cryptosystems) hay con
duoc goi 1a ma khéa phi ddi xung
(asymmetric key cryptosystems). Ta s€
viét tat hé théng kiéu nay bang PKC.

Nguyén tic ciu tao mot hé PKC siv
dung cira by (trapdoor) i

Mot hé ma PKC c6 thé duoc tao
dung trén co so st dung mdt ham mét
chiéu (one-way). Mot ham f dugc goi
1a mot chiéu néu:
1. D41 véi moi X tinh ra Y = AX) 1a dé

dang.

2. Khi biét Y rat kho dé tinh nguoc ra X.
Vi du 3.1. Cho n sb nguyén tb pl, p2,
...pn ta co thé dé dang tinh duoc N = pJ
*p2 * ... * pp, tuy nhién khi biét N, viéc
tim céac thira s nguyén t6 ciia n6 1a khé
khdn hon rat nhiéu, dic biét 1a khi N 16n
va cac thira sd nguyén td cua nd ciing
16m.



Tuy nhién, ching ta cdn mot ham
mot chiéu dic biét co trang bi mot cua
bay (trap door) sao cho néu biét sir
dung no thi viéc tim nghich dao cua f'la
dé dang, con néu khong (khong biét bi
mat ctra bay) thi van khé nhu thuong.

Mot ham mot chiéu cod cua bay
nhu thé c6 thé dung dé tao ra mot hé ma
PKC nhu sau. Lay £Z (ham sinh ma) 1a
ham mot chiéu co cira biy nay. Nhu
vay bi mat cira bay chinh la khoa bi mat
z, ma néu biét nd thi co thé dé dang
tinh dugc cai nghich ddo cua EZ tuc la
biét Dz, con néu khong biét thi rat kho
(chi con cach thur vét can, thuc té s& 1a
bat kha thi vi khdi luong tinh toan qué
16n).

Sau day chung ta s& khao sat hai vi
du VéNViéC xay dung ham mét chiéu c6
cua bay. ‘ o

Vi du dau tién la mét c6 gang
nhung that bai, h¢ Trapdoor Knapsack.
\{i d1_71 thl’; hai la mgt hé da thanh cong va
rat noi tieng, do 1a hé RSA.

2. Merkle-Hellman Trapdoor Knapsack
(Cira bdy dwa trén  bai todan dong
thung)

Vao nam 1978, hai ong Merkle va
Hellman da dé xuit mot thuat toan ma
hoa theo mo6 hinh PKC dua trén bai
toan DPONG THUNG (hay con gobi 1a
bai toan “cai tui”, hay “ba 16”’) nhu sau:
Cho [ tap hop cdc s6 dwong ai, 1<1 <n
va méj so T dwong. Hay tim mot tap hop
chiso Sc{l2,..n}
sao cho: YieSai= T

Bai todn nay la mdt bai toan kho
(NP-kho), theo nghia 1a chua tim duoc
thuat toan nao tot hon 1a thuat toan thi-
vét can va nhu vay thoi gian xur ly s€ 1a

ham mil (trong khi bai toan dugc quan
niém 1a dé theo nghia tin hoc néu co
thuat toan thoi gian da thurce).

Vidu 3.2

(al,a2,a3,a4)=(2,3,5,7)

T="1.
Nhu vaytacd2dapsd S = (1, 3) va
S =(4).

Tt bai toan Pong thung nay ching ta
s& khao sat cac kha nang van dung dé
tao ra thuat

toan ma khéi PKC. So d6 dau tién nhu
sau:

Chon mét vector a = (al, a2, ..., an) -

dugc goi la vector mang (cargo vector)
V6i mot khéi tin X = (X7,X2,X3 ..., Xn),
ta thuc hi¢én phép ma hod nhu sau:
T=2 aiXi (*)
i=1,n

Viéc giai ma la: Cho ma T, vector
mang a, tim cac Xj sao cho thod man
(*).
So d6 nay d3 thé hién mot ham mot
chiéu ma dung 1am sinh ma thi tinh
toan dé dang nhung viéc giai ma, tirc
tinh ham nguoc cia no, 1a rat kho. Bay
gid ta s& tiép tuc tim cach dua vao mot
ctra biy (trapdoor) dé viéc giai mi co
thé 1am duoc d& dang (néu biét cira biy
bi mat).
Vidu 3.3
Vector mang siéu tang: a=(1,2,4,8)
Cho T=14, ta s& thiy viéc tim
X=(X1,X>,X3,X,) sao cho T= Y a:X; 1a dé
dang: bat T=T,

Xi=1 T=TrXi=6 & (X:XoX:1)

Xi=1 To=Tr-Xs=2 9 X:Xo11)

Xo=1 T:=T-2=0 = (X;ll1l)

Xi=0 = 0111



Merkle ap dung mot meo dua trén
st dung vector mang dac bi¢t 1a vector
siéu tang (super- increasing) nhu sau.
Mot vecto 13 siéu ting néu thanh phan
i+1 1a 16n hon tong gia tri cua cac
thanh phan dung truéc nd (10i). Khi
st dung mQt vector siéu tang lam vector
mang thi s& thiy viéc tinh nguorc, tic 1a
giai bai toan dong thung 1a dé dang nho
mot giai thuat thim an don gian. Piéu
nay dugc minh hoa qua vi du bang sé
sau.

O budc i, tong dich 1a Ti (tac 1a
phéi tim cac aj dé tong bang Tj). Ta dem
so sanh 77 voi thanh phan 16n nhat trong
phan con lai cia vector, néu 16n hon thi
thanh phan nay dwgc chon tic 1a Xj
trong Gmg bang 1, con nguoc lai thi X;
tuong Gng bang 0. Sau d6 tiép tuc
chuyén sang budc sau voi Ti+] = Ti-Xi.

Mac du ta da théy st dung vector
si€u tang la vector mang cho phép giai
mi dé dang nhung, tAt nhién, ta con
phai 1am thé nao dé cho chi c6 ngudi
chi m&i biét duge va st dung nd con
ké thu thi khong. Tém lai, can tao ra
mot bi mat cira by thong qua viéc
nguoi chu phai cha dong “nguy trang”
vector siéu ting dé chi c6 anh ta mdi
biét con nguoi ngoai khong thé 1an ra
duoc.

So dd sau ddy sé& trinh bay mot co
ché nguy trang nhu vay. Vector a’ 1a
mot vector siéu tang bi mat, s€ duoc
“nguy trang”, tirc 1a bién d6i thong qua
mot ham g duoc chon san dé tao thanh
vector a khoéng hé co tinh siéu ting

(tham chi 13 c6 thé giam); vector a nay
s¢ dugc s dung lam vector mang.
Trong qua trinh gidi ma, nguoi cha
(Alice) s€ thuc hién
mot bién ddi vao dir liéu, trén co s
ap dung ham nguoc g™, chuyén vi¢c giai
ma thanh giai
mot bai toan dong thung voi
vector si€u tang la vector mang. Phep
bién doéi g dugc chon chinh la phep
nhan dong du véi mot gia tri khoa bi
mat.
Tao khod:
1. Alice chon mot vector si€u tang:
a’=(al’a2’,....,an’)

a’ Siuqc gitr bi mat tuc la mot thanh
phan cua khod bi mat
2. Sau d6 chon mot s6 nguyén m > Y

ai’, goi la mo-dul déng du va mot s6

nguyén ngau nhién o, goi 1 nhan ti,

sao cho nguyén to cting nhau véi m.
Khoa cong khai cua Alice s€ 1a vector a
la tich cua a’ véi nhéan tr :

a = (anax...,an)
a=wxa;’ (mod m); i=1,2,3...n

Con khoa bi mats€ labd ba (a’, m, w)

Sinh ma.

Khi Bob muén giri mét thong bao X cho

Alice, anh ta tinh ma theo cong thtrc:

1= a:lXi

Giai ma:

Alice nhan dugc T, giai ma nhu sau:

1. Dé bo 16p nguy trang cb ta trude hét
tinh w? (1a gia tri nghich ddo cua o,
tuc 12 wxw?’=1 mod m, s€ gidi thi¢u
thuat toan tinh sau), 1oi tinh 7°=T xa)'1
(mod m)

2. AliceqbiéNt rang 7 = a’. X nén c6 ta
co thé dé dang giai ra dugc X theo
siéutang a’.

Chu thich: ¢ day ta co



T’ =Txw! =Y aiXiow! = 2 ai’ oXjow"
=2 (ai’ oo )Xior! =Y a, X;=a’ X

Nhu vay ching ta da xem xét xong
so do cu thé cua Merkle-Hellman vé
mot hé¢ PKC dua trén bai toan dong
thung

Tén céng vii luc (Brute Force Attack)
Ban dau tan cong vil lyc dugc xem la

nj, n2 nj>0

— |

Initialization:

aj=1,b1=0
a2=0b2=
L

UPDATE:

nj=n2 n2
=rit=a2
az2=aj - Compute quotient g and
g*azaj réma}rl'der r
when 7] is divided by n2
=t
t=b2 g=n2

No Yes _
ba=bj- a=a2
b=b2

q*b2b]

=t

gab

cach duy nhéat dé pha hé thong mat ma
nay.

V6i nhitng ké khong biét trapdoor
(a’, m, ®), pha giai ma doi hdi phai tim
kiém vét can qua 2" kha ning ctia X. Vi
vay voi n dugc chon du lon tan cong vii
luc 1a bat kha thi vé khdi luong tinh
toan. Tuy nhién tin coéng vii luc khong
phai 1a cach duy nhét..

Sw d6 v cia giai phap dung Knapsack
(1982-1984).

Shamir-Adleman d3 chi ra chd yéu cua
giai phap nay bang cach di tim 1 cip
(o m) sao cho né cd thé bién doi
nguoc a vé a’ (tinh duoc khoa bi mat -
Private key — tur khoa cong khai). Nam

1984, Brickell tuyén bd su d6 v& cua
hé théng Knapsack v6i dung luong tinh
toan khoang 1 gi¢ may Cray -1, voi 40
vong 1ap chinh va ¢& 100 trong s0.

Thudt toan tim gia tri nghich dao theo
modul dong dw

Viéc xay dung Knapsack véi cira by doi
hoi phai tinh gid tri nghich ddo cua [J
theo modul

m. Thuat toan tim x = o1 mod m, sao
cho x.0 = 1 (mod m) duoc goi la thuat
toan  GCD mé rong hay Euclide mé
rong (GCD - Greatest common divior -
uoc sO chung 16n nhat). S¢ di nhu vay la
vi trong khi di tim uéc sO chung 16n
nhat cua hai sO nguyén nl va n2, nguoi
ta s€ tinh luon cac gia tri a,b sao cho
GCD(n1, n2) = a*n] + b*n2.

Tir d6 suy ra néu ta da biét (n1,n2)=1 thi
thuat toan nay s€ cho ta tim dugc a, b
thoa man a*nl + b*n2=I1, tic la nl
chinh 1a nghich dao cua a theo modulo
n2 (tacla m)

Sau day 1a so do thuat toan va mot vi du
ap dung bang so:

Vi du 3.4. Tim ngich ddo cua 39 theo
modulo 11

bat n1=39, n2=11 ta c6 bang tinh minh
hoa cac budc nhu sau:

n; | n r q | ar | b1 | a2 | b2

39 111 | 6 3 1 0 0 1
11 | 6 5 1 0 1 1 -3

6 5 1 1 1 3 -1 4

5 1 -1 4 2 -7
D& thdy a=a2=2 chinh 13 nghich dao
cua 39 theo modulo 11
Ké tir nam 1976, nhiéu giai phap cho
PKC di duoc néu ra nhung kha nhiéu
trong sd d6 da bi phéa v& hodc bi ché 1a
khong thuc dung do dung luong tinh
todn 16n hodc thong tin no ra qua 16n khi
ma hoa.




Mot hé théng PKC c6 thé st dung vao 2
muc dich co ban: (1) Bdo mat thong tin
va truyén tin (2) Chimg thuc va chir ky
dién tir. Hai thuat toan dap ting cac ung
dung trén thanh cong nhat 1a RSA va
Elgamal. N6i chung thuat toan PKC la
cham va khong thich hop cho mét ma
trén dong (online) voi truyén tin toc do
cao, vi vay chi thuong duoc st dung khi
cﬁn dén tinh an toan cao va chdp nhan
tbc d6 cham. Ngoai ra ngudi ta thuong
sdt dung két hop PKC va SKC
(symmetric key cryptosystems) vdi1 PKC
c6 tac dung “khéi dong moi” cho SKC:
dung PKC dé thiét lap thuat todn tao ra
khod bi mat théng nhat chung giita hai
bén truyén tin sau d6 st dung khod bi
mat trén cho pha truyén tin chinh bang
SKC sau do.
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